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1. Understanding dark patterns problem and how it may affect 
users (especially vulnerable ones)

2. Explaining different nuances of online persuasion and potential 
problems with regulation

3. Understanding the role of developers , their responsibilities in 
manipulating and how free culture plays a role

Session goals
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do things that you didn't mean to’
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Mathur definition

‘Dark patterns are user interface design choices that benefit an online service by 
coercing, steering, or deceiving users into making decisions that, if fully informed and 

capable of selecting alternatives, they might not make.’

Dark patterns: understanding the problem
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Coercion

Deception

Persuasion

Manipulation

Nudges

(Susser and Nissenbaum, 2019; Thales and Sunstein, 2010)

'O te acuestas conmigo o te mato‘

'Acostarte conmigo te hará crecer‘

'Mis padres no están en casa, vente a ver
Netfix ‘

‘Practicar sexo es bueno para la salud, aquí
tienes condones‘

'Soy buenísima en la cama, te lo vas a pasar genial‘

Influence through design





I S  P E R S U A S I O N  B A D  P E R  S E ?



“...technologies designed explicitly to influence and change people’s behaviour 
or  attitudes” (Fogg, 2003)

Persuasive design. A contested concept











P E R S U A S I O N  V S  M A N I P U L AT I O N  I N  T H E  
S U R V E I L L A N C E  E C O N O M Y
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§ Shortcuts, heuristics, biases
§ System 1 and 2 (Kahneman)
§ Very used in privacy domain (Waldman): UX vs transparency

Why do they work? 

6 principles of persuasion 
(Cialdini) 
- Authority
- Reciprocity
- Liking

- Scarcity
- Consistency
- Consensus



Graß et al.  2021

What do we know? 
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Luguri and Strahilevitz (2020)

Study 1: Aggressive vs Mild Dark patterns 
- Combine: hierarchy, confirmshaming, forced action
- Mild scenarios: double acceptance
- Aggressive: +40% acceptance
- Problems: 

- We don’t know what made the effect, combined patterns

What do we know?



Study 2: Confirmshaming (persuasion): has barely 
effects 

- Less educated people more likely to be influenced. 

What do we know?
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- Manipulation is hidden: persuasion is transparent
- Users need to be aware of persuasion to make an informed 

decision
- Socio-digital inequalities and digital skills relate to how we 

understand internet
- Less skilled people less likely to understand
- Less advantaged people will be more likely to be 

manipulated
- Other types of vulnerabilities: psychological
- Baseline for regulation

Potential problems: vulnerabilities



D E S I G N E R S ’  R E S P O N S I B I L I T I E S



Applied ethics is a contested but not a
resolved discussion

Proactive responsibility: free/open
culture, standards, procedures and
transparency

Source: Gray and Chivukula (2019)

Technology is not neutral:
- Artifacts have politics (Lingdom),
- Politics of platforms (Gillespie)
- Tensions in design and ethics (Gray)

Designers are mediators of values
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1. Hard to disentangle manipulation in design
2. It can be problematic in specific cases of 

vulnerabilities
3. We need to be careful to regulate - creators have

rights!
4. Proactive responsibility of developers: transparency

and open standards

Conclusion



Share your 
questions!

T H A N K  Y O U !

l o r e n a . s a n c h e z c h a m o r r o @ u n i . l u


