INTERFACES DE USUARIO
Y SOBERANIA DIGITAL

Patrones oscuros

para manipular a los
mas vulnerables

Lorena Sanchez Chamorro
Doctoral Researcher — Human-Computer Interaction
Research Group




Who am I?
® 0 O
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Session goals
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1. Understanding _ problem and how it may affect
users (especially vulnerable ones)

2. Explaining different _and potential

problems with regulation

3. Understanding the _ their responsibilities in

manipulating and how free culture plays a role
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Mathur definition

‘Dark patterns are user interface design choices that benefit an online service by

CORTGinENSEeeTNENOREBCEIViNgl users into making decisions that, if UlljANfORMEdland

capable of selecting alternatives, they might not make.
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Coercion 'O te acuestas conmigo o te mato’
Dece ption '‘Acostarte conmigo te hara crecer’
Persuasion 'Soy buenisima en la cama, te lo vas a pasar genial’

'‘Mis padres no estén en casa, vente a ver

Manipulation )
Netfix ‘

‘Practicar sexo es bueno para la salud, aqui
N udges tienes condones’
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Persuasive design. A contested concept
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“...technologies designed explicitly
” (Fogg, 2003)

Tool

Increases capability (s Social actor

Creates relationshi,
A tool can be persuasive by P

Making target behavior A social actor can be persuasive by

o do m Rewarding people with positive

$ %
J people through feedback
a process Modeling a target behavior or
Performing calculations or attitude
measurements that motivate Medium Providing social support

Provides experience

A medium can be persuasive by
m Allowing people to explore cause-and-effect relationships
m Providing people with vicarious experiences that motivate
m Helping people rehearse a behavior

Figure 2.1 Computing technologies persuade in different ways, depending on their functional roles.




Prima 154v2 Motion Running Sneaker

Your feet will stay relaxed while you achieve your fitness goals. This
lace-up sneaker is built with technologies that offer superior
cushioning and rear-foot motion control for support and durability.
The rubber outsole provides traction for a comfortable walk or run.

Details

eI EAT AN AD
VELLEUOUI OUDULUIN

Add to basket o

With insurance




Thanks for your feedback.
Your can pause or delete your account if you want to.




Do you want to view
our new
apparel brand?

No thanks, | like wearing lame clothes




Next Episode Playing in 13 seconds

A life cycle

Season 1 Ep.4 - A new hope
2020 TV-PG 25m

Season 1 Ep.4 - A new hope

The various obsessions of Kerstin, Ariana
and Gordo are driving friends, family,
teachers and themselves to distraction.
Kerstin is intent on winning the Science
Olympics at all costs against defending
champion Larry Tudgeman.
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= Shortcuts, heuristics, biases
= System 1 and 2 (Kahneman)

= Very used in privacy domain (Waldman): UXNSHFansparency

6 principles of persuasion
(Cialdini) |
- Authority - Scarcity

- Reciprocity - ConSiStency
- Liking - Consensus




What do we know?
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Grall et al. 2021

WEBMAG News Popular Web Design JavaScript Css Jquery

Privacy Statement

JAVASCRIPT aMS7ch 27. 2018

Chrome Extension Proted

Recent Posts

| Fou,

Figure 1. Example consent request featuring all three dark patterns default, aesthetic

772517’227)111511‘2'071 and obstruction. Website: Webmag
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What do we know?
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Luguri and Strahilevitz (2020)

- Aggressive vs Mild Dark patterns
Combine: hierarchy, confirmshaming, forced action
Mild scenarios:
- Aggressive:
Problems:

- We don’t know what made the effect, combined patterns




What do we know?
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Study'2: confirmshaming (persuasion): has barely
effects

Less educated people more likely to be influenced.
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Designers are mediators of values
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Applied ethics is a contested but not a
resolved discussion

- Artifacts have politics (Lingdom),
- Politics of platforms (Gillespie)
- Tensions in design and ethics (Gray)

PrOEGH e SpONSIBty=IaNree/open
culture, standards, procedures and

transparency

Individual’s
Practices

Designer

Shape

Represent

Figure 1: The relationship of the designer to knowl-
edge and work practices via ethical mediators.
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‘A choice architect has fHelfesponsiDility
for organizing the context in which

people make decisions.’ (Thaler and
Sunstein, 2013)

Have
a cookie
Accept the use of cooki is si

ler improve your brg periences
8 -y ¢

<information. By continuing to use the site, YouRaree that that is OK. You ca

(Santos, Rossi et al. 2021)



Conclusion
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1. Hard to disentangle f@nipulation in design
2. It can be problematic in _
3. We need to be Garefultoregulate™ creators have

rights!

4. PROACVEFESPONSIBIIitYORUSVEIOREH: transparency

and open standards




THANK YOU!

Share your

gquestions!




