(@ scAN

Gestidn de Riesgos del Software Libre

50
]

[=]

Julian Coccia, CTO



Nada menos que Frankies

MY CODE )

o /5% del software es libre

25%
The Forrester Wave™,

Software Composition Analysis
Q3 2021

e 8b-90% del software es libre

Github, 2022




Riesgos del Software Libre

e Cumplimiento de licencias
e \ulnerabilidades

e Riesgo técnico

e Analisis de la Composicion del Software (SCA)

o Generacion del SBOM (inventario)



Linea de tiempo

e 2002: Primer solucion SCA para fusiones y
adquisiciones

e 2007: Nacen los smartphones

e 2008: HP lanza FOSSology

Grandes empresas

020461 Linux Foundationlanza OpenChain b
e 2020: Solarwinds hack
e 2020: OpenChain ISO/IEC 5230:2020 publicada
e 2021: Orden ejecutiva de Biden: SBOM obligatorio
e 20271 Lanzamiento SCANOSS
e 20271 LOGAJ caos

PyMES



Tipos de deteccién

Deteccidn de Metadata que acompana al cédigo
Declaraciones de copyright
Encabezados y ficheros de licencia
Declaraciones de dependencia

declaraciones

Deteccidon de lo Ficheros sin encabezado
no declarado Depeno!?noias inol.uic.las
. KB Deteccidén de plagiarismo
(requiere KB) Critico para C/C++
Importante para TODOS los lenguajes
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Comparacién de huellas

‘basis-link"',
in (
ire, 'lib',

th(ure

file=24e35278ad5d4d3babe7379dc34d5bce, 439, pasted.wfp
5=369450fc
6=bf7226a9
8=b04dd861
9=9727e3cd
1=2152ba6

‘unorc')):

B

‘lib*)))

{
“snippet.py": [
{

widn:
"status"

"lines": "1-10",
“oss_lines": "165-1 ’
“matched":

“vendor": "ur

“component"

"version":

"url":
"release_date":
b 1
"url_hash"
“file_hash"
“source_hash":
“file_url"
“licenses": [
{

"name": "GPL-2 y"s

“"obligations”
“copyleft":

"patent_hints
"incompatible_with
1JG, OpenSSL, Python ), 2

"source": 'co

sadl.org/fileads

lause, BSD-4-Clause-UC TL




Base de datos de Software Libre

e 154M URLs descargadas (>2Pb)
e ‘100.000.000.000 de ficheros

e 5.000.000.000.000 de lineas de cdodigo

e Acceso gratuito

o Fundacidn para la Transparencia del Software



‘ ‘ Software
Transparency
. Foundation

e Adopcion masiva de SBOM
e Notarizacién de SBOMs
e \alidacion de integridad

e Enlazado y Trazabilidad
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‘ ‘ Software

Proyectos de la Fundacién N\ Transparency

Foundation

@ Software

fre— Get in touch SBOM Broadcasting Your generated JSON file

Foundation

. q Parent SBOM (optional)
Public SCA Service,

free SBOM. aren | o ¥

SBOM Data*

SBOM hash

£8312dbab3ea35838dae380970a7824188421165062045
243cdb288b29ae0dea|

Hash type

SHA224 | SHA256 & SHA384

Add Hash +

The Status

At the moment we have 141,490,922 URLs indexed in the OSSKB.

We are constantly working to grow our OSSKB. If you wish to help, please don’t hesitate to . .
tact Publish to Blockchain
contact us.

OSSKB.ORG SBOM.INFO

Your Token Id




Fundacién para la Transparencia del Software

e Perpétuo

Public SCA Service,
free SBOM.

e QGratuito

e Seqguro

e Andnimo

The Status

At the moment we have 141,490,922 URLs indexed in the OSSKB.

e Sin estado

We are constantly working to grow our 0SSKB. If you wish to help, please don't hesitate to

OSSKB.ORG



Presencia en repositorios publicos

$ pip3 install scanoss
$ scanoss-py scan mycode/

$ npm install -g scanoss
$ scanoss-js scan mycode/

O https://github.com/scanoss
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App de auditoria de software multiplataforma

Detected Identified

<« D X = > Detectec

Licenses Matches for license

Component Vendor Version
GPL-2.0-only
nly. v B mycode “8 mycode
BB sso-3-Clause & mzmine3 mzmine Windows-latest

W foscre20

\ [ e Apache Software
License; Version 2.0

Matches
9
9 6 A _ N
o
waten
Scanned Fles: 783 Vaten

Vulnerabilites

0 0 0 0
AW (HIGH! | MODERATE [[LOW

LICENSE COPYLEFT  INCOMPATIBLE LICENSES
BSD-  BSD-4-
Apache-  Apache-  Apache-
GPL-2.0-only o Clause- L WG
10 1 20 e
BSD-3-Clause
Apache-2.0 X

The Apache Software License;
Version 2.0

BSD

MIT X

12%

Paused

[> Resume
X Stop

,

> OO LICENSES

3 cli-scanner

> 03 docker

3 docs
~3 frontend-apps
frontend-bugs
kb-importer
ubernetes
ng
1g-java
1g-java-init
ig-java-reach
1g-java-reach-soot
ng-java-reach-wala
ing-python
patch-analyzer
patch-lib-analyzer
& plugin-gradle
03 plugin-maven
03 repo-client
3 rest-backend

> & rest-lib-utils

3 rest-lib-utils-init

> 03 rest-nvd

3 shared

O https://github.com/scanoss/audit-workbench

Q

steady

©822

cxf-rt-ws-
security
32

commons-
fileupload

o7



API publico de la Base de Conocimiento de Software Libre

4 ) 4 )

O

https://osskb.org/api

$ scanoss-py scan
$ scanoss-js scan

(® SCANOSS N




Ecosistema en constante crecimiento

Herramientas libres SavEEE s B0

0SS, .
Review Toolkit

» FOSSLight fossology KEI |§I
= (@) <

Requerimientos
a proveedores
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Resolviendo el SBOM entrante

» lea
lea

PyMEs

>—-—XVO0-H—0UOCHD>»r

Grandes Empresas
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Resolviendo el SBOM entrante

lea

lea
lea

PyMEs Grandes Empresas

=0 —0>ruu—mTmr>r<



Como encontrarnos?

e https://qgithub.com/scanoss

e https://scanoss.com

e https://st.foundation
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Julian Coccia, CTO

https://scanoss.com



https://julian.coccia.com

